CnucaHue aeHer co cyeTta 6e3 Begoma Bnagenbua, Kpaxka naponeii u MMH-kopoB, nerkui
3apaboTOK B MHTEPHETE U BKAaAbl NO4 HEBEPOATHbIE MPOLLEHTbI, OH/IaliH-Ka3uHO — BCe 3TO BUADI
durHaHCcoBOro moweHHu4YecTBa. MpecTynHUKKM 6yayT cnekynMpoBaTb Ha BalUMX YyBCTBaX, obeLaTtb
30/10Tble ropbl, MAaCKMPOBaTbCA NOA, COTPYAHMKOB 6AHKOB MM rOCYAapCTBEHHbIE OpraHU3auum,
4yTO6bI BbIMaHUTb AeHbru. Kak pacno3HaTb MOLIEHHUKA U YTO AeNaTb, eC/IM Bac BCe-Taku yAanocb
06MaHyTb?

CTaTb KEePTBOWN NPECTYMHNKOB MOKET KaXKAbli, N HEBAXKHO, NCMO/Ib3yeT OH 6aHKOBCKYO KapTy Man
npeAnoYMTaeT PacCcUnTbIBATLCA HAANUYHBIMU. MOLLUEHHUKU YMEOT BbIMaHWBaTb AeHbIM OHAAMH, C
nomolLbio 380HKOB M CMC, B coLmanbHbIX ceTax U opucax. Kak oHM 3To genatoT?

MoweHHUYecTso ¢ 6aHKOBCKMMHU KapTamMmu

YT106bI MCNONb30BATH Bally KapTy B CBOMX LLENSAX, MOLIEHHWUKAM HY}KHO y3HaTb ee HOMep, UMSA
BNagenbLa, cpok gencreunsa, Homep CVC nam CVV. OHM MOryT yCTaHOBUTb CKUMMepP Ha BaHKomaT
(cneumanbHoe yCTPOICTBO, KOTOPOE HaKMaAbIBAKOT Ha MPUEMHMK KapTbl B 6aHKOMaTe) U1
BMAEOKaMepy Haf KNaBuaTypoii.
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CARD HOLDER
Homep kapThl Homep CVC
nnu CVV
Cpok fencTBua KapTbl

ma Bnagensua

Homep CVC unmn CVV — 1pu umudpbl, pacnosioXKeHHbIe Ha nose ANA NOANUCU BlaAe bLa KapTbl
WU PAAOM C HUM.

JocTaToyHO 04MH pa3 BOCMNO/1b30BATLCA TAaKMM HaHKOMATOM M He MPUKPbLITb PYKOM KNaBuaTtypy B
MOMeHT Habopa MNH-Koaa — v BalwK AeHbIM MOTYT CHATb, NEPEBECTM Ha HECKO/IbKO CYETOB U
06HaNMUNTL. YKPACTb AaHHble Ballel KapTbl MOTYT AaKe B Kade nan marasmHe. 3/10yMbILLIEHHUKOM
MOXET OKa3aTbCA NPoAaBeL, KOTOPbIN NOMYYUT AOCTYN K Ballei KapTe XOoTA Bbl Ha NATb CEKYHA.

CooTorpadmpoBas Bally KapTy, OH CMOXKET BOCMO/1b30BaTbCA €l A1 PacYeToB B UHTEPHETE.



Kak He nonactbcA

[\EAncomaT

e [lepen cHATMEM AeHer B bBaHKOMaTe ocMOTpUTe ero. Ha KapTonpuemHuKe He JOKHO BbiTb
NMOCTOPOHHMX NPeaMeTOB, KNaBMaTypa He A0XKHa LWaTaTbCeA.

e Habupana MNUH-Koa, npuKpbiBaliTe KNaBUaTypy pyKkon. lenante aTo Aa*Ke BO BPeMs pacyeTos
KapToi B Kade.

e [logKntoumte MobunbHbIM 6aHK 1 CMC-yBegOoMIEHUA.

e Ecnu coBepluaeTe NOKYNKKW Yepe3 MHTEPHET, HUKOMY He cOoObLLainTe CEKPETHbIM Kog, AN
NOATBEP}KAEHMA onepauuii, KoTopbln NnpuxoauT Bam no CMC.

e (CrapaiiTecb HUKOT4a He TepPATb M3 BUAY Bally KapTy.
MeHsa o6okpanu. Yto genatb?
1. MNo3BoHUTe B BaHK (HOMep Bceraa ectTb Ha 060pOTe KapTbl UM Ha I1aBHOM CTpPaHULe caiTa
6aHKa), coobLLMTE O MOLLEHHUYECKOW onepaunmn 1 3abnoKupyiTe KapTy.
2. 3anpocuTe BbINUCKY MO CYETY U HANULIWUTE 3asBJIEHNE O HECOT/IAaCKM C Onepaumen.
3. QO6patuTtech C 3aaBAEHMEM B OTAEN NOJULMN NO MECTY KUTEAbCTBA UM OTNPaBbLTE

obpaleHve B ynpasneHune «K» MBJ Poccuu.

KnbepmolweHHnuecTso

BBEJOMUTE
NAPoAL

[onyctum, Bbl BCeraa CHUMaeTe AeHbrM TOIbKO B Kacce baHKa, a KapToi 1 BOBCE He
paccuuTbiBaeTech. Bbl uyBcTBYETE cebn B 6esonacHocTM. Bapyr Bam npuxoamTt CMC nam nucbmo

AKOObI OT HaHKa CO CCbI/IKOWN, MPOCbHOI NePe3BOHNUTb NO HEM3BECTHOMY HOMEPY UM C
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YBEAOMNIEHVEM O HEOXKMAAHHOM KPYMHOM Bbinrpbile. Man 3BOHAT OT MMeHKU BaHKa 1 npocaT
CoObLWNTb NYHbIe gaHHble, MUH-Koa oT KapTbl uan Homep CMC-noaTeep:RaeHUs. Uan nuwyT B
COLManbHbIX CETAX OT UMEHU POACTBEHHUKOB UM APY3€el, KOTopble BHe3anHo nonanuv B beay
(yrogmnu B nonnumio, cbmna malinHa, yKpaam CyMKy) U NpocaT NepeBecTy SHHY0 CyMMYy AEHEr Ha
Hen3BecCTHbI cyeT. B 99,9% cnyyaes Bbl UMeeTe Ae/10 C MOLEHHMKAaMMN. 3a CCbIZIKAMM, CKOpee BCero,
TAATCA BUPYCbI, HA APYrOM KOHLE NpoBoda — Cneumanmctbl o 06maHy, KOTopble BCEMM NpaBaaMm
N HEMpaBAaMU XOTAT BbIMaHUTb HEOBXOAMMbIE UM AaHHbIE, @ MO Ty CTOPOHY 3KpaHa —

3/I0YMbIWNEHHUKHN, KOTOPbIE UTPAtOT Ha BallUX XKeJTaHNAX, 4yBCTBaX U 3aboTe 0 6AU3KKX.

Kak He nonactbca

o He nepexoguTe No HEM3BECTHLIM CCbIJIKAM, HE Mepe3BaHNBANTE MO COMHUTE/IbHbIM
HomepaM. [larke eCcnu CCbl/IKa KaxkeTca HageXHoMW, a TenepoH BepHbIM, Bcerga
CBepsAnTe agpeca ¢ AOMEHHbIMU MMeHaMU odULMaNbHbIX CAMTOB OpraHM3aLmi, a
HOMepa NpoBepAnTe B 0PMLUMANBbHbIX CNPABOYHMKAX.

o Ecnu Bam npuxoant CMC o 3auncneHnn cpeacts (M coobLeHne Noxoxe Ha
NpUBbIYHOE yBEAOMIEHWNE BaHKa), @ 3aTeM 3BOHUT SIKobbl pacTsana, KoTopbIn Mo
OLUMBKE 3a4MCAMA BaM AEHbIM U NPOCUT BEPHYTb, HE CMELIUTe HUYEro BO3BpaLLaTh.
Takan cutyaums 6o/blue NOXOXKa Ha MOLIEHHUYECKYIO CXEMY: CKOpee BCEro, AeHbru
He npuxogunun, CMC — He oT Bawuero 6aHKa, a 3BOHWA BaM 3/I0YMbILL/IEHHUK.
MpoBepbTe COCTOAHME BALLEro CYETa, 3aKa*KUTE BbIMUCKY B OHNAH-baHKe nam
Nno3BoHUTE B BaHK, Npexae Yem NepeBoanTb KOMY-TO AEHbIU.

o Ecnun Bam npuxoamT yBegomneHue «MoarsepamTte NOKYNKy» U KOA, a CAeaom
pa3pgaeTca 3BOHOK OMATb e OT «PacceaHHOro» Yesl0BeKa, KOTOPbI FOBOPUT, YTO MO
OoLNBKe yKasan Baw TenedpoHHbI HOMEpP, U NPOCUT NPOAMKTOBaTb EMY KOA, HU B
KOeM c/yyae He genaite aToro. MoLeHHWKU NbITaloTCA BbIMaHUTb Yy Bac Ko, YTo6bI
cnucaTb C Ballero cyeTa AeHbrM UAM NoANMCaTbh BAaC HAa HEHY)KHbIN NAATHbIN CepBUC.

o0 HuKomy He coobuianTe nepcoHanbHble AaHHbIE, a YK TeM 6osee Naposn 1 Koapl.
CoTpyaHMKam 6aHKa OHM He HYKHbl, @ MOLLEHHMKaM OTKPOIOT A0CTYN K BalLUUM
OEeHbram.

o He xpaHuTe AaHHble KapT Ha KOMMblOTEpPEe UK B CMapTdOHe.

o Mposepsante nHbopmaumto. Ecnn sBam roBopaAT, 6yATO Bbl YTO-TO BbIMIPAIU UK C
Ballieli KapTbl CAy4aliHO CNMCANM AEeHbIM U HYXKHO Ha3BaTb CBOM AaHHble, YTObbI
OCTaHOBWUTb OMEepaLnio, 3aKOHUNTE Pa3roBop M NepesBoHUTe B BaHK No Homepy
TenedoHa, yKazaHHOMY Ha 06paTHOM CTOPOHE Ballei KapTbl.

o Ecnu Bam coobuiatoT, UTO Y POACTBEHHUKOB UM APY3€N HENPUATHOCTH,
nocTapainTechb CBA3aTbCA C HUMW HAMNPsMY!to.

o YcTaHOBMTE Ha KOMMbIOTEP aHTUBUPYC — U cebe, U POACTBEHHMKAM.

o Ob6bACHUTE NOXUNBLIM POoACTBEHHUKAM U NMNOLPOCTKAM 3TU NMPOCTbIE NpaBuia.



MeHa obmaHynu. Yto genartb?
o MosBoHuTe B 6aHK (HOMep Bceraa ectb Ha 060pOTE KapTbl UK Ha F1aBHOW CTPaHULE
calita 6aHKa), coobLMTe O MOLLIEHHUYECKON onepaumm 1 3ab1I0KMpyinTe KapTy.
O O6paTVITer C 3aAB/1eHNeM B oTaeN NOIMUUN MO MeCTy XKUTeNbCTBa N OTNPaBbTe

obpauleHure B ynpasneHune «K» MBL Poccun.

MouweHHHn4YyecKkue opraHnsauuu

Camas 1M3BecTHasA MoLUeHHMYecKasa opraHusauns B Poccun — MMM. OHa paboTana no npuHumny
durHaHcoBOM NMpamuabl: obeltana orpoMHble NPOLEHTbI MO BKAaZaM, rAPaHTUPOBaaa AOXOAHOCTb U
BbIN/J1a4YMBana CpeCcTBa 3a CYET AeHer, BHECEHHbIX APYrMMU BKAaA4YMKaMu. BepxyLuKa aToi
nMpamnapl 4eNCTBUTENBHO MOT1a 3apaboTaTb, a Te, KTO CTOA Ha CTYMEHAX HUXKe, TEPSAIN CBOM
AeHbru. Ho ceityac cutyauma M3ameHUNacb, OpraHn3aTopbl GMHAHCOBbLIX MMPaMUA, — NPOCTO
MOLLEHHWKHK, KOTOpble cobupatoT c ntoaei AeHbr U NponaaatoT. HeBaxkHO, BBEPXY Bbl MMpPamuabl
WUAW BHU3Y, Ha GUHAHCOBbIX NMMPaMUAAX 3apaboTaTb HENb3A:EC/IN Bbl BJIOXKUTE AEHbBIN, Bbl

HenpemeHHO UX noTepAaeTe.

Celiyac dpMHaHCOBbIE NMPAMUAbI HAUYMHAKOT MacKUPOBATLCA NOAMUKPODUHAHCOBbIE OPraHM3aL iy,
paboTatoLme No NPUHLMNY CETEBOrO MapKETUHIa, MHBECTULMOHHbIE W YNPaBASIOLLME NPEANPUATHS,
OH/IaMH-Ka3nHo. OHK 33ABAAIOT O BbICOKMX NMPOLLEHTaX MO BK/JaAaM U OTCYTCTBUM PUCKOB,
rapaHTUPYHOT 40X0A4, (Y4TO 3aMnpeLLEHO Ha PbIHKE LLeHHbIX bymar), obelLatoT NoMOoLLb JHOAAM C NA0X0M
KpeauTHOM ncTopueid. A ele NpocaT BHECTU AeHbrM cpasy (*KenaTeNbHO Ha/IMYHbIMKU) U NPUBECTM
Apyra (MHoraa 3a Kakon-To 6oHyc), UTobbl MacluTabbl NMMpaMuabl yBEANYUBAIUCH U UX (a He Balla)
npubbINb pocaa.

Kak pacno3Hatb ¢puHaHcoByl0 nupamuay?

KakK y6epeubcs oT 06maHa
o ®wuHaHcoBas opraHU3auMa 4OKHA UMETb IMLLEH3MI0 UK BbiTb B peecTpe baHka

Poccuun. CeepbTech co CnpaBOYHUKOM NO KPEAUTHBLIM OpraHmM3aumam u

CnpaBOYHMKOM YHaCTHUKOB PUHAHCOBOrO PbIHKA.

o [poBepbTe KOMMNAHMIO B EAVHOM rocyapCcTBEHHOM PEeCcTpe PUANYECKUX INLL
®HC Poccum.
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o 3anpocuTe 06pasLbl 4OroBOPOB, KONUKN AOKYMEHTOB. ECIM eCTb BO3MOMKHOCTb,

NPOKOHCY/IbTUPYMTECH C FOPUCTOM.
Al BnoXunca n nporopen. Yro genatb?

a. CocraBbTe NpeTeH3M1I0 U HanpaBbTe ee B aApPec KOMNAHWKN 3aKa3HbIM MMCbMOM C
yBegomaeHmem. nm oTHecuTe IMYHO M YAOCTOBEPLTECH, YTO ero
3apernctTpupoBanun. BosbmuTe pacnmcky o noayvyeHum, YTobbl KOMNaHUA AKOObI
CNy4YallHO He NoTepAaa Balle NUCbMO.

b. Ecnv KOMNaHWA OTKA3bIBAETCA BEPHYTb AEHbIM, TO cObepnTe BCe AOKYMEHTbI (OT
[LOrOBOPOB [10 BbIMMCOK) M 06paTUTECH B MPABOOXPAaHUTE/IbHbIE OPraHbl C
3aAB/IeHMEM.

c. CBAMTECH C OPUCTOM U NONPOBYITE HANTK APYIMX KEPTB MOLWEHHNYECTBA.

4. BblBeCTM AeHbru u3 060poTa, a KOMNAHMUIO Ha YACTYIO BOAY BO3MOXHO. [nasHoe —
LeiCTBOBaTb M He MOJIYaTb.

MouweHHUYecTBO Ha PUHAHCOBbLIX PbIHKaX

Elle 0AMH TUM MOLLIEHHUKOB — MCeBA0NPOPECCUOHabHbIE YYAaCTHUKN GUHAHCOBOIO PbIHKA,

KOTOPbIE aKTUBHO PEKNaMUPYIOT CBOW YC/IYr1 MO OpraHn3aummn TOProsan Ha pbiHke dopekc.

HaBepHsKa Bbl C/1bILLAAN UCTOPUN, KaK MPOCTbIE NOAMN «C YANULLbI» 3apaboTasin COCTOAHME, NOKyNnasn u
npoAasas BatoTy Ha pbiHKe PopeKc. 3By4YnUT 3aMaHUYNBO, HO He CrelnTe pUckoBaTtb. Pusmnyeckoe
MO C HeBONbLIMM CTaPTOBbIM KanuTaaom He MMeeT A0CTyna Ha peasibHbli pbiIHOK DopekKc, rae
MPOAAIOT M MOKYNAtOT BA/IFOTY B OCHOBHOM KpymnHble 6aHKK. YTo6bl 06bIYHOMY Y€/T0BEKY BbIATY Ha

CDOpEKC, HYXHO 3aK/1H04YNUTb 40roBop C I'IOCpe,CI,HMKOM,d)OpeKC-,D,MﬂepOM, M TOProBaTb Yepes3 Hero.

Toproens Ha pbiHKe dopeKc cama no cebe 6ONbLIOKN PUCK, rapaHTUIA HeT, bo/blue WAHCOB NOTEPATb
BCE, YeM COpPBaThb KyLl. HO 0macHOCTb KPOeTca 1 B MOCPeAHUKAX: MOKHO HapBaTbCs Ha MOLIEHHWUKOB,
KOTOpble MPOCTO HE BEPHYT Bam AeHbr1. BepoATeH Takol BapnaHT: BaM Npeanaratot yamsuTeibHO
HU3KME KOMUCCUM, pasfinyHble BOHYCbl (CymMa Ha Ballem cyeTe, 4OMNYCTUM, yaBansaeTca). Bbl garke

MOXeTe 3aK/IIYNTb C ANNEepPOM A0roBop 4Yepe3 MHTEPHET C MOMOLLBbKO 3/IEKTPOHHOTO
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OOKYyMeHToobopoTa 1 Bpoae 6bl BbIMFpaTb Lesblid MUAANOH! Ho npubbiab Bbl HE NoayyYuTe u
B/IOXKEHUSA noTepseTe.

C 1 auBapa 2016 roga ocyL,eCTBAATb AUNEPCKYIO AeATe/NIbHOCTb Ha Tepputopun Poccumn moryr
TO/IbKO /IMLLEH3UPOBAHHbIE KOMNAHUU, 3aPETUCTPUPOBAHHbIE Ha TeppuTopun PO,

He cTouT cBA3bIBATLCA C TaK Ha3blBaeMbIMU BUMHAPHbBIMM OMNUMOHAMKU. PeKnama B UHTEPHETE CyanT
BaM HeC/bIXaHHYO NPUBObIIb: OTKPOMNTE CYET, AeNailTe CTaBKM Ha POCT UK NaJEHME BaNKOT UK
aKLMi 3a onpegeneHHbli nepuoa. Ecim no ncteyeHmm 3aaBieHHOro BpeMeHu Ball NporHo3
OKa3bIBAETCS BEPEH, Bbl MOJIy4aeTe BHYLIMUTE/IbHbIN MPOLEHT NPUObIAK, CN Bbl HE yragaam —
TepaeTe AeHbIN. B peasibHOCTU cerogHA B UHTEPHETE He CYLLLeCTBYET MN/I0LWAA0K, Ha KOTOPbIX MOTyT
NPOBOANTLCA TaKME CAENKM, NOSITOMY BCe 0beLLaHnsA O IerKom 3apaboTKe Ha BMHAPHbIX OMLMOHAX

— 3TO MOLEeHHMYeCcTBO. Bbl NpoCTO NoTepaeTe CBOU AEHbIN.

KakK y6epeubcs ot o6maHa
o Ecnv Bbl Bce e pelnanch BbITU Ha pbIHOK PopeKc, BHUMATEIbHO U3YUYMTE 3aKOH U

«ba30BbIN CTAHAAPT COBEPLUEHMA onepaumii Ha GMHAHCOBOM PbIHKE MpuU

OCYLLECTB/IEHUN AeATeNbHOCTU GOopeKC-anIepar.

o [poBepbTe popeKc-annepa, ¢ KOTOpPbIM cobupaeTecb paboTatb, — Y HEro
0653aTe/IbHO A0NKHA ObITb NNLEH3UA. YTOUHUTb, €CTb 1IN OHA, MOYKHO B

cnpaBoYHMKE Y4aCTHUKOB d)VIHaHCOBOFO PbIHKA.

o Ecnav KomnaHusa 3apernctprupoBaHa He B Poccuu, a B 0dLLIOPHBIX 30HAX,
HaCTOPOKUTECH: CKOpEee BCEro, nepes Bamm MOLIEHHUKM.

o [MpepynpeauTe NOXWUbIX POLCTBEHHUKOB O TOM, YTO arpeccuBHas pekaama
6bicTporo 3apaboTKa B UHTEpHETe Ha gese obepHeTcsa He NpubbINblo, a NoTepei
ZeHer.

o Aelle nyylwe — He pUCKyiTe, NonpobyiiTe Ha4yaTb NyTb MHBECTOPA Ha BupKe.
Ecnu Bbl CTanu KepTBoii MOLIEHHUYECTBA HA GUHAHCOBbIX PbIHKAX.
a. CobepuTe Bce OKYMEHTbI, KOTOPbIE Y BaC eCTb: AOrOBOPbI, 3aK/IHOUEHHbIE C
nocpefHUKOM-MOLLUEHHUKOM, YEKU Ha NepeBo, AeHEr, CAeNaNTe CKPUHLLOTbI C
caliTa — v OTNPaBAANTECH B NOJIMLMIO MUCATb 3aAB/IEHMeE.

b. Coobuwwte B BaHK Poccuu, Bce Kanobbl paccMaTpuBatoTCS.
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